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Abstract

In this work, we introduce and review Optimal Control Theory for
AT Safety, with special focus on Safe Reinforcement Learning. We jus-
tify the need for grounded learning-based practices giving certain theo-
retical safety guarantees, but also allowing adaptability and generality
for learning agents, specially in the case in real world deployment. At
the end, we discuss some other contexts of Machine Learning where
Control Theory has shown interesting, potentially relevant results.

1 Introduction

In the last years, society has seen a steep advance in the use of new ma-
chine learning techniques in a variety of fields, from image recognition, chat-
bots such as ChatGPT [Ray23], and even playing complex games, such as
chess and go [Ber22]. Success examples like these explicit the utility of such
techniques, and it’s potential to replace humans in even more challenging
activities.

While some of those activities seem innocuous, there are many cases
where a decision involves harmful or unexpected results, specially when in-
volving human-machine interaction and real world deployment, including
autonomous driving and drone piloting, but also untruthful, deceptive or
biased answers |[JQC™24a] for instance. This need for safety guarantees has
given rise to efforts in the field that became known as A Safety [Henng].

On the same pace, the study of Optimal Control Theory [BP07, [Lib11]
has shown positive results in ensuring properties and safe guarantees re-
garding decision making but, sometimes, lack computational and theoret-
ical tractability, specially in the cases of long-term problems or uncertain



scenarios. In those cases, it’s common to introduce approximated or sub-
optimal solutions, including the use of Reinforcement Learning techniques
and Neural Networks [Ber19].

In this context, researchers have advocated for the importance of bridg-
ing technical and practical aspects of machine learning and mathematical
tools such as optimal control theory, to discuss emerging topics involving
machine learning integration in society [Zual]. This perspective justifies fur-
ther studies on the applications of Optimal Control Theory on explaining or
ensuring properties of learning agents, in the field of Al Safety. On the other
side, learning-based techniques can introduce adaptability and generality to
model-based control [BGH™21].

In this essay, we present a review on some recent efforts bringing together
results from Optimal Control Theory towards Al Safety, with primary focus
on safe Reinforcement Learning and Robotics.

1.1 Organization

In section [2] we give details about the field of AI Safety, with special focus
on Al Alignment, as well as some recent formalizing and benchmarking ef-
forts. In section [3] we introduce Reinforcement Learning, as well as some of
it’s advantages and disadvantages, specially in the case of real world imple-
mentation, and justify the need for safe practices and guarantees. Similarly,
in section [4, we introduce Optimal Control Theory, it’s advantages and
disadvantages, and the need for generalist learning-based strategies. In sec-
tion b} we present some of the unifying methodologies, with special focus
on the problem of safe decision making under uncertain scenarios, as from
[BGHT21]. Finally, in section [6], we comment on other fields of Machine
Learning, where Optimal Control Theory has played an important role.

2 The AI Safety Problem

The question of how to ensure Al models are deployed in real world in a
positive, ethical and safe way is the main question in Al Safety, and pushes
us to understand and mitigate it’s potential risks. In fact, [Henng] poses Al
Safety as a holistic, societal, and multidisciplinary problem, since it deals
with many spheres of our society, ans raises questions from engineering,
economics, mathematics and more.

The precise definition of Al Safety is still up for debate, but many dis-
cussions have been raised to answer it, and how to deal with some of the
problem that arise from it’s deployment.



In |[AOS™16|, the authors propose a list of five research problems to
avoid unintended and harmful behavior from machine learning systems, or
accidents: avoiding negative side effects; avoiding reward hacking; scalable
oversight; safe exploration; and robustness to distributional shift. In the
work, the authors use an automatic cleaning robot as reference to propose
exemplified cases where each of the problems could arise, and avoidance
strategies. As an example, the cleaning robot would avoid breaking a vase
while cleaning by simply considering the amount of change to the environ-
ment as part of it’s cost function.

On a similar direction, the work in [LMK™17] proposes a suite of envi-
ronments illustrating safety properties of a learning agent in a simple but
relevant style. Besides the previous ones, they also consider problems in-
volving safe interruptibility, absent supervisor, and Self-modification, for in-
stance. As an interesting example, one of the problems in the suit includes
the possibility of and agent exploring the environment in a safe way, avoiding
contact with the water.

More recently |[GYD™24] proposes the 2H3W approach, consisting of
questions that should precede the real world implementation of a learning
agent. The work also discusses challenges involving industrial deployment,
human-compatibility, and multi-agent interaction.

2.1 AI Alignment

In general, previous discussions of Al Safety propose that one of the problems
that arise in the human-machine interaction is how to teach or specify the
goal of a complex task to a learning agent in the form of simple models and
cost functions. This issue is what is called the AI Alignment Problem.

Sometimes, it is hard to draw a line separating Al Safety and Alignment,
but, similar to Al Safety, many efforts have been made to formalize align-
ment. A classical approach decomposes alignment into inner/outer align-
ment. Here, outer alignment refers to the consistency of designers specifying
the intended tasks, while inner alignment refers to the consistency of the
actions took by the agent related to the specifications.

A different approach by [JQC™24b] introduces a forward /backward align-
ment characterization. Forward alignment refers to training systems that
follow certain requirement, while Backward alignment refers to evaluating
the trained system in deployment. Each of the stages above receives and
gives feedback to the other in a cycle. In the same work, the authors define
four principles, called RICE (Robustness, Interpretability, Controllability,
and Fthicality) They suggest these principles should guide any process of



AT Alignment as intermediate objectives.

2.2 Alignment Approaches

Commonly, alignment for complex task is made through some form of feed-
back (labeled data, reward, demonstration, etc.) and the agent learns to
maximize some kind of proxy to a reward function. [NCM24] arguments
that complex agents could explore such approaches, leading to catastrophic
outputs.

Differently, [CLBT23] propose a scalable and human-friendly. In their
approach, goals are defined in terms of preferences between sequences of
decisions, easier to be labeled by humans and show positive results even
for complex tasks. On a different direction, [KHD21l [AKS17] advocates for
the need of hybrid techniques, using logics to allow ethical reasoning from
principles, besides a maximizing approach.

Finally, [BSN20] focuses on the backwards/inner alignment, proposing
ways to efficiently verify alignment between agents from queries. The au-
thors propose ways to obtain good guarantees even under shallow hypothe-
sis, where humans and robots have implicit values, meaning they can answer
preference queries or sample an action, instead of some kind of numerical
values.

3 Reinforcement Learning and Robotics

The field of Reinforcement Learning (RL) is about learning to take actions
while interacting with the environment; the agent is not told all the de-
tails of the environment it’s inserted in, and must maximize some reward
function. RL is mainly characterized by a trade-off between exploring the
environment to learn abut it, and exploiting the information it already has
while maximizing it’s reward [SB18|, [Lap1§].

Classical RL agents can be modeled as a Markov Decision Process: an
agent receives an states signal s € S, and can take an action a € A that
(possibly) changes the environment, and then receives a reward signal 7.
The objective of the agent is to learn a policy 7(a|s) that maps an state to
a probability distribution over the possible actions [KBP13]. RL methods
specify how to update the policy given previous experiences.

In a similar way, modern robotics is about interaction with the real world,
and commonly rely on some form of RL methodology, for previous learning,
or adaptive purposes. Learning to navigate in a new environment, drive a



vehicle, or fly a drone, while avoiding obstacles are examples of complex
tasks a robot might be faced with.

3.1 The Need for Safe Reinforcement Learning

In light of that, certain challenges appear. The real world deployment of an
agent is susceptible to great uncertainty, imprecise sensor readings, wearing
out, wind, temperature, etc. Also, a real scenario training may involve
expensive equipment, meaning the learning requires a safe process, that
minimizes any losses [KBP13].

The engineers need to ensure the agent is able to make robust decisions
under such shifts, and may be faced with environmental under-modeling,
uncertainty, and even lack of computational power. The freedom one gets
from using extensive learning-based approaches results in an augmented dif-
ficulty of providing any theoretical guarantee. In fact, [AOS™16] highlights
RL as a special case among other learning techniques, due to it’s interactive
nature.

Some alternatives have been discussed to deal with some of those prob-
lems. [GFoF15] discusses, for instance, the possibility of changing the op-
timization criterion in decision making, such as acting for the worst sce-
nario; other alternatives suggest modifying the exploration process, includ-
ing the incorporation of precise previous knowledge and risk-detection for
exploratory actions.

Other alternatives involve the use of inverse methods for apprenticeship
learning, inverse reinforcement learning, and learning from demonstration,
for instance. Here, an agent learns hidden representations instead of a direct
value or policy functions, and have shown good out-of-distribution general-
ization [NROO].

4 Optimal Control Perspective

Optimal Control (OC) Theory is the field of knowledge responsible for study-
ing the problem of optimizing a system governed by a dynamics evolving over
time, where one has control over some aspect of that system. A classical
example is the problem of steering a rocket to a certain height, minimizing
amount of fuel used up, where one is able to control the fuel mass libera-
tion [Lib11]. In general, a classical discrete optimal control problem can be
expressed by:
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where ; is the state, xg is known, f is the law of the system, [; is a loss
function, and uy is the control. Here, we also consider ¢] restriction functions.
A classical OC supposes complete knowledge of the system, and then
can derive optimal solution and guarantees, from well defined techniques
such as Dynamic Programming, Pontryagin’s maximum principle, or the
Hamilton-Jacobi-Bellman (HJB) equation, for instances [Lib11l BP07].

4.1 The Need for Learning-Based Control

Even if classical Optimal Control Theory allows for theoretical optimality
conditions, and guarantees, it relies on the restrictive hypothesis of perfect
knowledge of the system dynamics, costs, restrictions, etc. In real world
problems, one could be faced with problems too complex to modeled, or
analytically and computationally prohibitive. In these cases, it’s common
to make use of proximate or sub-optimal methods [Ber22, Ber19, Ber23].

In that sense, recent researches have focused on the need of bridging
together results from learning-based and model-based approaches, joining
the best of communities.

5 Unifying Methodologies

Previous sections have introduces the concepts, and justified the need for
non-extreme methodologies for interactive, autonomous agents, specially in
the case real-world deployment. A completely learning-based agent lacks
theoretical guarantees, while a completely model-based approach lacks adapt-
ability and generality.

One may notice the Optimal Control problem described above is simi-
lar the the Reinforcement Learning one, where one needs to learn how to
maximize the return over time lacking some of the information. The main
difference between the methodologies is the amount of knowledge available.
It makes natural to discuss methodologies that bring together certain aspects
of either fields.



One of the best known efforts to bridge together the languages of Op-
timal Control Theory and Reinforcement Learning comes from Bertsekasﬂ
In fact, [Berl9], considers the cases of multistage problems solvable by dy-
namic programming, but computationally intractable and discusses methods
to finds sub-optimal solutions, including Reinforcement-Learning. The ob-
jective of the book is to explore the commonalities between the areas of
Optimal Control and Artificial Intelligence. On a similar track, [Ber22] dis-
cusses the success cases of the AlphaZero and TD-Gammon models, and
compares some of the techniques used to Optimal Control methods, Model
Predictive Control (MPC) and Adaptative Control.

Similarly, [Recl8] the author discusses mainly the well studied case of
an unknown Linear Quadratic Regulator (LQR), and discusses how tools
from Optimal Control and Reinforcement Learning can be combined to offer
certain characterization that reflect on practical experiments.

The work of [BGH™21] proposes an unifying approach focused on the
problem of safe decision making under uncertainties using machine learning,
or safe learning control. I The author proposes the similar to the previous
model considering the decomposition of the previous problem functions (f,
l, and ¢) as nominal (;) and unknown (;), for instance

feu) = fzp,ug) + .]E(ﬂftpuhwt)

where w; is an stochastic parameter, therefore f represents the uncertain
part of the dynamics, for instance. Under this approach, the problem ob-
jective is to use both known background, and collected data to approach an
optimal policy.

In the case of two stage learning agent, online (during interaction, in an
adaptative manner) and offline (between interactions, where the model is
adjusted), tree methodologies are presented:

e Learning uncertain dynamics to safely improve performance: class of
methods that learns the uncertain dynamics, while providing good
safety guarantees from optimal control theoretical frameworks.

e Encouraging safety and robustness in RL: class of methods that doesn’t
assume prior knowledge, but rather incentivate safe learning.

e Certifying learning-based control under dynamics uncertainty: class
of methods where safety certification is provided to non-safety-aware
learners, by modifying it’s output.

'see: https://www.mit.edu/~dimitrib/home.html
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One may consider that each particular approach might be discussed in light
of the problem to be tackled. In fact, problems involving an unknown dy-
namics, and ideal data, might offer good safety guarantees. On the other
side, data sparse, and complex dynamics may not offer complete theoretical
guarantees, but make good generalization from inverse learning.

For a complete overview of some of the techniques in each of the previous
categories, one may refer to the really good work in [BGH™21].

5.1 Model Predictive Control and Robotics

Finally, one of the most extensively implied methodologies from learning-
based optimal control in robotics are the learning-based MPC. The method-
ology has become apparent, as it provides a more tractable version of an
(Stochastic) Optimal Control Problem by approximating the solution through
a simplified version of the control problem over a shorter horizon [HWMZ20].

Those methods have recently been used to ensure safer learning, where
some security restriction are enforced in the learning process. Interesting
examples of this unification [Lab24, [Ami24], where relevant problems in
robotics are discussed in light of Reinforcement Learning and Optimal Con-
trol Based approaches, including more technical topics from OC, such as
Reachable Sets to avoid the drone collision. Also, [Lab24] discusses and
presents the need for sub-optimal techniques such as MPC for better com-
putational tractability.

6 Other Machine Learning Results

Besides the well known intersection of Optimal Control and Reinforcement
Learning, with focus on safety, other interesting results in Machine Learn-
ing from Optimal Control deserve some attention; some of those could even
account for completely unusual approaches for interpretability and explain-
ability.

As an example, the work in [SGST21| proposes a discussion regarding
the use of knowledge of the environment to simplify the learning process
of an agent, specially in the context of a Reinforcement Learning problem.
Ultimately, this kind of approach allows one to reduce the dimension of
some learning problems, which itself opens space for more explainable Al,
since one replaces the use of NNs for more interpretable tabular learning
methodologies.

Also, the works of [BWST24, [STCL23| open the application of an Opti-
mal Control rationale to the field of Natural Language Processing, explaining



and giving analytical results on the controlability of LLM models. This kind
of research allows one to rigorously justify and predict the outputs of an in-
put prompt in this kind of tool, making better tests or checking for possibly
threatening jailbreaks.

6.1 Optimal Control Theory and Neural Networks

The concept of Neural Networks is sometimes directly associated with the
idea of back-box, as an extreme case of Machine Learning model hard to
give theoretical approaches. Some of the next works give Optimal Control
approaches to Neural Nets, offering a (new) point of view for those models.

Not recently, in [SS97] authors proposed and showed powerful results for
controlability of Recurrent Neural Networks (RNNs). In fact, the authors
were able to show complete controlability of the system under easy assump-
tions. It’s interesting to compare such result with recent one from previously
cited [BWST24], that offers similar results for the case of an LLM.

Not less interesting, the work in [LecOI] introduces a theoretical ap-
proach to the algorithm of back-propagation, one of the pillar for training
modern Neural Networks. The author proposes that similar algorithm had
been previously provided by researchers in the field of Optimal Control, con-
sidering a sequence of Neural Net layers as a problem similar to multistage
optimal control. In his view, understanding back-propagation through this
lens could offer insights for learning algorithms.

Authors in [Eel7] propose the discussion of Neural Networks as discrete
time dynamical systems; this gives rise to the possibility of studying the
continuous model, instead of the discrete. The advantages of such approach
would be the easier analysis of the continuous model, and familiarity from
different communities for continuous models. Also, the continuity allows for
best numerical analysis, avoiding classical issues such as vanishing/exploding
gradients in training Deep Neural Networks. The authors even propose
the possible use of Partial Differential Equations to allow for the study of
inherently continuous spatial data, such as images in computational vision.
Finally, as part of the work, theoretical approaches from Optimal Control
are considered for deriving approaches to some learning algorithms, such as
stochastic gradient descent.

Finally, on a similar track from the previous ones, in [RBZ21] the authors
discuss Neural Ordinary Differential Equations (NODE), as the continuous
case of ResNets. The work proposes the problem of classification as a simul-
taneous Control Problem for the Cauchy problem, where a controller has to
steer points from their initial positions to respective class sets in finite time.



In the text, the authors discuss how some of the intermediate results in the
work allow for a better understanding of the supervised learning process.

7 Conclusions

In this work, we were able to introduce and review some of the aspects of Al
Safety from the view of Optimal Control, with special focus on Reinforce-
ment Learning. We justified the need for grounded learning-based practices
allowing certain theoretical guarantees, but also adaptability and generality
for learning agents, specially in the case in real world deployment.

We also commented on less known approaches from Optimal Control and
Machine Learning, eventually leading to more interpretable or controlable
models.
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